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Using Discrete Logarithms over GF(p)

Masakatu Mormr* and Masao KASAHARA*

This paper discusses a public key cryptosystem over finite fields, The important result is the
praposition of a new public key cryptosystem using discrete logarithms over finite fields as one way
trapdoor function. It is very interesting that the proposed cryptosvstem is strongly related (o
Merkel Hellman multiplicative knapsack cryptosyvstem and RSA cryptosystem. The features of
this cryplosystem are that it can be enciphered very fas) with precomputed tables, and that the
parallel processing techniques can be very easily applied when enciphering,
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L. INTRODUCTION

The techniques of information security become more and more important for
the society in the present age with modern computer and communication systems,
Especially the cryptographic systems, that provide secrecy by use of transforma-
tions, are the basic systems of data security.

In 1576 W, Diffie and M. Hellman® proposed a concept of new cryptographic
system for data security, which is called “Public Key Cryptosystem”. In the public
key eryptosysytem, the enciphering key is different from the deciphering key, and
it is very hard that anyone, which dose not know the deciphering key, can compute
the deciphering key based on the knowledge of the enciphering key. Therefore the
enciphering key can be published, and it can clear up the difficulties of the key
distribution and the key management. However they gave no method of the
realization for the public key cryptosystem. In 1978 R Rivest, A Shamir and L.
Adleman® proposed the method of the realization for that svatem, Later the some
other methods have been proposed.

In this paper a new public key cryptosystem using discrete logarithms over
prime field GF(p) is proposed. The features of this cryptosystem are that it can be
enciphered very fast with precomputed tables, and that the parallel processing
techniques can be very easily applied when enciphering. It is very interesting that
this cryptosystem has strong relations te Merkle and Hellman's Multiplicative
Knapsack Cryptosystem® and Rivest-Shamir- Adleman eryptosystem.
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2. CIPHER AND DECIPHER SYSTEMS

2.1 Construction of Public Key Cryptosystem

Let
&y, @8 o0y Qa (1)
be relatively prime numbers and choose two prime numbers p and ¢ satisfying the
following equations :

p}ﬂm. {2)
and

ged(e, p—1) = 1. (3)
Furthermore compute & satisfying the following equation

e+d =1 mod(p—1). (4

A Euclidean algorithm is very useful for that computation. Next compute ¢,
zatisaying the following equation :

e =af mod p (5)
where 1 =1, 2, ..., n. A new public key cryptosystem has ¢; and p as the enci-
phering key (public key), and has a;, e and 4 as the deciphering key (secret key).

{Enciphering}
Let the plain text be the hit sequence as follows:

o [ o TR TP [ﬁ]
where v, = GF (%), for i =1, 2, ..., n. The cipher text, F, can be transformed
from the plain text as follows :

F = f[. ()i mod p, {7

{Deciphering}
Using £, p. and d, compute F by the following equation:

F =M (a)*=F mod . (®)
The plain text, x., can be transformed from F and a, as follows:

1 if £=0 mod g
%=1 et (9)
0 if Fa=0 mod a,
wher §=1 2. ...
2.2 Example

Let # be 4, and choose the public keys and the secret keys as table 1. Now let
the plain text, x;, be
{Xh Xz, Xay .1';:| = |:1. ol ” UlII
{Enciphering}
The cipher text F can be transformed from the plain text as follows:
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F=l(c)* mod2n
= 1M. {1
{Deciphering)
Using the secret keys, compute F by the following equation ;
F =124" mod 211

= 42. (2
Using Eq.(9), the plain text can be transformed from F, i.e.it can be verified that
F=2+3:7 (]
Therefore the plain text satisfies
(21, 22, 2, ) = (1, 1, 0, 1). el
Table 1 Example in =4)
Keys The values giving in the toy examplel The eguation number in this paper |
Secret keys (@ e @ @) = (2, .3. 5iov) ﬂ]m
e=19 ' )
d =199 (4]
Public keys {cn oo oo ool =1{1684, 39, 114, 85) 15
p=211 (2)

3. DISCUSSIONS
3.1 Properties of the Proposed Cryptosystem

Table 2 shows the properties of the eryptosyvstem proposed in this paper.

Table 2 Properties of the proposed cryptosystem

Length of plain text (bits) »
Length of cipher text (hits) | logep
Public key (bits) Cant L) fogep

Secret key (bits) ‘il logea+2 logap

Computation of enciphering o 1)

Computation of deciphering al ')

3.2 Relation to Merkle- Hellman Knapsack Cryptosystem

E.C. Merkle and M.E.Hellman proposed the two interesting public key
cryptosystem based on the NP complete problem of knapsack packing. One has the
trapdoor function using a super-increasing sequence, and it is very efficient system
for its speed of the enciphering and deciphering. However it is well known that A,
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Shamir* discovered the efficient eryptanalisys of that system.The other is called
“Multiplicative Knapsack Cryptosystem”. Comparing the new cryplosystem
proposed in this paper to the multiplicative knapsack cryptosystem, the interesting
properties of the both system can be made clearly, Hereinafter the multiplicative
knapsack cryptosystem is described simply. and the difference between the both
systems is described clearly,
Mudtiplicative Knapsack Cryptosystem : Let
P R i3

be the relatively prime and positive number, and choose a prime number satisfving

the following equation :
A
b= FI £y (16
Furthemore & which is the primitive element over GF(p) is chosen, and ¢ 18

computed with following equation

iy = h® mod p, (1
where § =1, 2, ..., n. Now the multiplicative knapsack cryptosystem has the
public key, ¢, and has the secret keys, p, b and a, where =1, 2, ..., ®

{Enciphering}
Let the plain text be the hit sequence :

LT T = (18
where v; = GF(Z) and 1 =1, 2, ..., n. Then cipher text, F, is construct as
followings :

F = 2 (xe). it

{Deciphering}
Using #, p and b, compute F as following equation :

F= _[iII a™ = 5" mod p. {m
The plain text, x;, can be transformed from £ and a; as follows:

1 if F=0 mod a

x‘_lu if #=0 mod a, &

where [ =1, 2, ..., 1

Table 3 presents the relationship between the equations for the multiplicative
knapsack cryptosystem and the new eryptosyster proposed in this paper.

In the multicative knapsack eryptosystem, letting » be 100, and each a; be
about 100 bits, then the sizes of b, p and each ¢, where ; =1, 2, ..., 100, are
about 10,000 bit from Egs. (8 and (7. Therefore the information rate, which i
defined by the ratin of the lengths between the plain text and the cipher text, is
about 0.01. In order to improve this value of the information rate, each a, should
be made small as possible. Then the sizes of p and each ¢, are both about 730 bits,
and the information rate is improved to about 0.14. However AM. Odlyzko
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Table & The relationship between Merkle-Hellman's multiplicative knapsack cryptosys-
tem (MH-PKCS) and the proposed cryptogystem in thiz paper (Proposed PECS)

Proposed PRCS Eq. MH-PECS Eq:
TP R (1) £ T YR {13
p'}ﬁm @) p}gm e
godle, p—11=1 3
erd =1 mod(p—1) i)
Ca = @ modp 15) ar = h* modp I
{Enciphering} {Enciphering}
X L o X 1) L R "= (18
B GR =1 e GRA) b=T12 ..,
F = 11 (c)* modp n F = 3 xe, oy
(Deciphaing) ol | {Deciphering)
F = F modp | F=p"modp
< 11 (a:)* mody by 3 = 11 {a" -
o= 1if £ =0 moda, | xe=11il F = 0 moda,
% = 0 if £+ 0 moda, | % =0 if F+ 0 moda, o

discovered® the efficient cryptanalisys only in this case.

Comparing the new cryptosystem proposed in this paper to the multiplicative
knapsack cryptosystem, it is clear that the remarkable difference is in Eqgs. (17), (18)
and (20). Consequently Eq. (17) means the solution for the problem of discrete
logarithms aver GF(p).* Therefore it needs for the designer of the multiplicative
knapsack cryptosystem to solve the problem of the discrete logarithms over GF(p),
where the value of the p is about 10,000 bits. It means that, for example, p—1
should have the small factor™ However it also implies that this cryptosystem has
a very weak point. In more detail, when making conditions that p—1 has several
small factors, pmusi be restricted. Therefore there is a great possibility of leaking
out the value of p.  Furthermore it should make each g, very large in order to keep
secret of the value of . However, when each g; has very large value, the informa-
tion rate becomes very low from the condition of Eq. (16).

In the new cryptosystem proposed in this paper, the equations corresponding to
the Eq. (17) are Eqs. (3), (4) and (5). In other words, the designer of this cryptosys-
tem need not salve the problem of the discrete logarithms over GF{p). Therefore
it requires no condition on p, and it is not necessary to make the value of each 4,
very large. Furthermore it mentions that the cryptanalisys proposed by Odlyzko
cannot be applied to the new cryptosystem. In that cryptanalisys, when knowing
each g and ¢ in Eq. (17), the value § satisfying the following equation

l=g&a (2

Memuirs of the Faculty of Eng., 437
Ehime Univ., XII, 2, Feb: 1981



Masakatu Moxn and Masao Kasauana

can be computed using L? algorithm,” and the both 4 and p are given from the 4.
However cryptanalyst must compute the value of ¢ in Eq. {5) based on the knowledge
of each ¢,, a; and p in order to break this system. It means that the solving for the
problem of discrete logarithms over GF(p) is necessary. It has not been reported
that the problem can be solved using L° algorithm. Therefore it becomes very
difficult problem, when the value of pis about 500 bits. The above diseussion shows
the security of the cryptosystem proposed in this paper.

3.3 Remarks

In this cryptosystemn, when trving to derive the secret keys from the public keys,
it is equal to solve the problem of discrete logarithms over GF(p). Furthermore it
becomes very difficult problem that the plain text is guessed from the cipher text
without the knowing the value of e or ¢, Hereinafter, when the cryptanalyst has
the part of the secret keys, the security of this cryptosystem is comsidered.

I. In the case of leaking out the », where ;1 =1, 2, ..., »:

It is needed for this cryptosystem that each g; is made as small as possible in
order to increase the information rate, Therefore this cryptosystem has the great
possibility of leaking out the part or all of a.. However when the cryptanalyst ever
has ¢, corresponding to each a, he cannot know the transmitted information x, on
this cryptosystem, Moreover, in order to know the e, he must solve the problem of
diserete logarithms over GF(p) as follows:

ch = af mod f, ()
where k=1, 2, ..., n. Consequently when the value of pis ahout 500 bits, it is
difficult problem for the eryptanalyst to break this cryptosystem without the knowl-
edge of the value of ¢ or g

Il. In case of leaking out the

The cryptanalyst can easily compute the value of 4 applying the Euclidean
algorithm to Eq.(4). Then he can obtain the / in Eq.(8) from the cipher text F
only, and have each g, from the factorization for F, where i =1, 2, ..., n. Con
—sequently, this eryptosystem is perfectly broken in this case since hecan get the all
secrel keys.

4. CONCLUBION

This paper has presented the public key cryptosystem using discrete logarithms
over GF(p) as one way trapdoor function, and has discussed the properties and
securities.

The information rate of the cryptosystem proposed in this paper is larger than
that of the Merkle Hellman's multiplicative knapsack cryptosystem. Furthermore
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the techniques of parallel processing on arithmetic operations can be applied to the
enciphering on the cryptosystem proposed in this paper, Therefore there exists the
interesting relationship of the trade-off between the time of encoding and the
memuory of storing of data.
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